How to remove the FBI virus (FBI Moneypak
Ransomware)i Fake FBI Malware Removal
Options
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What is the FBI Moneypak Virus 1T FBI
Virus?

TheFBI virus, also referred to as the FBI Moneypak virGgadel Revetonand others are

terms forransomwareve discovered in 201that cyber criminals use in attemptdisguise
themselves as the FBIThe FBI virus utilizes Trojan horse$rpjan.Ransomlock.Reveton) in

order to lock computer systems (Your PC is blocked). The FBI virus applies a variety of
unethical tactics, includg social engineeringn attempt to persuade unsuspecting victims to pay
an unnecessary fine by making fraudulent claims that the computer has been involved in illegal
activity (cyber crimé@ (downloaded or distributed copyrighted material or viewed child
pornography, etc.) and demands a penalty fine of $100, $200, $300, or more to be paid in order
to unlock the computer system within the allottexetiof 48 to 72 hours by use of Moneypak

cards REloadit virus Ultimate Game Card VirugJkash Virug. The FBIMoneypak

ransomware virusiso states on the fake FBI screen that you (the computer owner) may see jail
time if the fine is not paid in time.

e e — o I pe—

Green Dot Moneypak cards are prepaid credit cards you can purchase at Walmart or Walgreens
type storesNloneypak carjl

Please note, this occurrence is the symptom of dangerous malware called ransomware. The
claims made by the FBI virus adhe fake FBI page are not redbu are not in trouble with the
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FBI, paying the fine using Ukash vouchers and Moneypak cards will not fix this particular
malware,and using an activation number to remove the FBI virus will likely initiate a response
that keads to further complications.

If your computer is infected with the FBI viresmove the virus immediatelyusing the options
provided in this article.

1. Click here to skip to FBI virus removal options (Windows PC) >>
2. Click here for FBI Cyber Department virus removal (Mac OS X) >>

Similar Ransomware:

Department of Justice virughited States Cyber Security ViruBitadel Reveton|nternational
Police,Central Police UnitFBlI DNSChanger Virug vi ew al |

FBI virus screen shots and updates

There are several different variants of malware or FBI computer viruses that infects computer
systems primarily disguised as the FBI. Thai$ierent versions of the FBI cryptovirus will also
display different fake FBI lockscreens. Though the FBI screens, claims, notifications, and
warnings may be different, the removal steps to remove FBI viruses are essentially identical.

ATTENTION!

IP
Location; Videa Regardsng

IPS:
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Your PC is blocked due to at least one of the reasons specified below. =

¥ou have been vielating Copynight and Related Rights Law (Video, Music, Software) and illegally
using or distributing copynighted contant, thus mfnnging Arbicle 1, Saction 8, Clause 8, also
known as the Copynight of the Criminal Code of United States of Amenica.

Article 1, Section 8, Clause 8 of the Criminal Code prevides for a fine of two to five hundred % MDHE‘}I’PEH-

minimal wages or 3 deprivation of liberty for two to eight years.

You have been viewing or distnbuting prohibited Pormographic content {(Child Porno/Zoofilia and
etc). Thus violating article 202 of the Criminal Code of United States of Amenica. Article 202 of Code: Sum:

the Criminal Code provides for a deprivation of liberty for four to twelve years. T

| [ins =]
Illegal access has been nitated from your PC without your knowledge or consent, your PC may
be infected by malwara, thus you are violating the law On Neglactful Use of Personal Computer. MR =N R E RN I || B

Article 210 of the Criminal Code provides for a fine of up to $100,000 andfor a deprvation of
liberty fior four to nine years.

Pay MoneyPak
Pursuant to the amendment to the Criminal Code of United States of Amenica of May 28, 2011,


http://botcrawl.com/how-to-remove-the-fbi-moneypak-ransomware-virus-fake-fbi-malware-removal/#options
http://botcrawl.com/how-to-remove-apple-fbi-cyber-department-virus/
http://botcrawl.com/the-united-states-department-of-justice-virus-remove/
http://botcrawl.com/how-to-remove-the-united-states-cyber-security-ransomare-virus/
http://botcrawl.com/how-to-remove-citadel-malware-reveton-ransomware/
http://botcrawl.com/how-to-remove-the-international-police-association-ipa-ransomware-virus/
http://botcrawl.com/how-to-remove-the-international-police-association-ipa-ransomware-virus/
http://botcrawl.com/how-to-remove-the-police-central-e-crime-unit-ransomware-virus-metropolitan-police-crime-directorate-malware/
http://botcrawl.com/how-to-remove-dns-changer-malware-rover-digital-and-repair-dns-server-settings/
http://botcrawl.com/tag/ransomware/
http://botcrawl.com/wp-content/uploads/2012/07/FBI-Virus.png

FEDEREL BUREAL OF INVESTIGATION

L1 gaotivisy of thin cemputer hee Baen sscoded
I you une s rmbesm, videos sad poborss wars pavad for iderdificakioe,

Your [P Addraus:
Your Howtneme:

Vi €80 D clasrly idaniifiad by resoling yaer [P addrass s the
SERaciEbEd PO EtnE .

ilegaly domnlonded maienal (8035, Moves or Saliwene] has bean
et abed Lo was Comjetad.

By dowrdcading, thowe wers reproduced. tharsby invalving & criminsd
offe=ie undar Section 108 of the Copyright Act.

Tha dosnlosding ol capyiphiad meteisl oib B Drgsmat o M-
sharing reatanrky i ilegel and @ in scoordance sith Sectios 106 of
the Cogyright Act subpect to a fine or impriscament for & penalty of
up s ¥ pears.

Furtharmars, poasainnn of illapely downlosdes matensl i
punizshable under Sectis 104 parsgraph 3 of the Criminel Code and
may slio lasd to the confiscation of the computer, wth which tha
filed ware domnlosded,

New Variant: FBI Online Agent Virus

The first version (above) is the most popular form of the FBI virus and demands a payment of
$100 while the second version (below) demands $200.
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This is the messasge displayed by the new FBI Online Agent virus:

FBI Online Agent has blocked your computer for security reason
The work of your computer has been suspended on the grounds of unauthorized

cyberactivity.

Described below are possible violates, you have made:
Article 274 T Copyright

A fine or imprisonment for the term of up to 4 years. (The use or sharing of
copyrighted files I movies, software)

Article 183 T Pornography

A fine or imprisonment for the term of up to 2 years. (The use or
distribut ion of pornographic files).

Article 184 T Pornography involving children (under 18 years)
Imprisonment for the term of up to 15 years. (The use of distribution of
pornographic files)

()

New Variant: FBI Ultimate Game Card

There is a new variant of FBI mal ware which wu
payment system. This new Ultimate Game Card variant of FBI ransomware does not typically

hijack webcam settings.

o Click to view screenshot
e Click to view Ultimate Game Card article

New Variant: Department of Justicei FBI Black Screen of Death Virus

e Click to view screenshot
e Click to view FBI Black Screen of Death virus article
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New Variant: FBI Audio Virus

A new version of the FBI virus has been infecting computers withB8t avarning screen

(black screen), only streaming audio stating the computer is locked by the FBI, etc. This version
of the FBI virus is often referred to as the FBI song, the FBI audio virus, the Black screen virus,
Black audio virus, FBI sound virus, anther loose references.

New Variant: FBI Cybercrime Division Virus

@
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This new version of the FBI virus is referred to as the $30vus, FBI Cybercrime division
virus, and International Cyber Security Protection Alliance virus.

e Click to view FBI Cybercrime Division article

New Variant: Computer Crime and Intellectual Property Section virus
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ATTENTION!

e: [

Location: United States, Huntington Station

Your PC is blocked due at least one of the reasons specified belaw.

You have been violating «Copyright and Related Rights Law= (Video, Music, Software) and
illegally using or distributing copyrighted content, thus infringing Article 1, Section 2, Clause
8, also known as the Copyright of the Criminal Code of United States of America.

Article 1, Section 2, Clause 8 of the Criminal Code provides for a fine of 2 to 5 hundred
minimal wages or a deprivation of liberty for 2 to 8 years.

You have been viewing or distributing prohibited Pornographic content (Child Porn/Zoophilia
and etc). Thus violating article 202 of the Criminal Code of United States of America.
Article 202 of the Criminal Code provides for a deprivation of liberty for 4 to 12 years.

lllegal access has been initiated from your PC without your knowledge or consent, your PC may
be infected by malware, thus you are violating the law On Neglectful Use of Personal I
Computer. Article 210 of the Criminal Code provides for a fine of up to $100,000 and/or 141
deprivation of liberty for 4 to 9 years.

Pursuant to the amendment to the Criminal Code of United States of America of August 28,
2012, this law infringement (if it is not repeated - first time) may be considered as
conditional in case you pay the fine to the State. Wher

Fines may only be paid within 72 hours after the infringement. 4s soon as 72 hours
elapse, the possibility to pay the fine expires, and a criminal case is initiated against you

automatically within the next 72 hours! =

¢ Click to view FComputer Crime and Intellectual Property Section article
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FBI Moneypak virus: Dangers and Symptoms

Detailed below are procedures, symptoms, tactics, and dangers of the FBI virus.

e The FBI virus causes themputer system ttock, not allowing the user to access the
computero6s desktop, nor access the interne
e Once the computer is infected the user is directedraudulent FBI screen.
o The fraudulent FBI page/screen/website (as with most ransomware) details an alert
message that reads:

AfnAttention! Your PC is blocked due to at | east one of
below":

You have been violating Copyright and related rights Law (Video,

Musi ¢,Software) and illegally using or distributing copyrighted content, thus
infringing Article |, Section 8, clause 8, also known as the Copyright of the
Criminal Code of United States of America. If it is PCEU Virus then this is
thus infringing Article 128 of the criminal code of Great Britain.

The ransomware details that you have been viewing or distributing prohibited

pornographic content (Child Pornography/Zoofilia). Thus violating article 202

of the Criminal Code of United States of America. Article 202 of the criminal
provides for deprivation of liberty for two or twelve yours.

lllegal access to computer data has been initiated from your PC,or you have

been. Article 210 (it is 208 for PCEU Virus) of the Criminal Code provides

fora fine of up to $100,0 00 and/or a deprivation of liberty for four to nine
years.

Fines may only be paid within 72 hours after the infringement. As soon as 72

hours elapse, the possibility to pay the fine expires, and a criminal case is

initiated against you authomatically with in the next 72 hours! (Sometimes it
shows you within 2 hours or 48 hours).

Web cam control

The FBI virus and ransomware alike often continel web cameras (webcam, web cam) of

computer systems they infect. When the computer user is taken to the fake Fiblydrive

download website (or the screen simply pops up), a streaming video is displayed from the users
connected webcam. The ransomwarevscreen or page may display the webcam as
Arecordingo. |l f you do not have a web cam con
still show as recording. The FBI virus and alike malware are capable of recording your through

your webcam and conated audio interfaces, such as microphones and audio production

equipment.



Antivirus/Anti -Malware Software malfunction/termination

The FBI Moneypak virus may cause Antivirus software to malfunction. Anti Malware and
Antivirus programs can be used to scad eemove the FBI Moneypak virus but in many

scenarios the infection has progressed far enough to disable removal software. There are steps
around this, such as entering your system in safe mode or restoring your computer, unplugging
from the internet, deping flash, using the optical disk drive option, safe mode with networking,

or slaving your HDD.

I o llis

The FBI Moneypak killed my full version of MB. Got rid of it by Safe
Mode w/contral prompts/system restore. It's morphing and getting
really hard to remove. It kicks ass on antivirus! It removed MB from
my system. I suppose MB tried to grab it and it killed the poor thing
trying to protect me! Boo Hoo. Iwish somebody out there was smart
enough to conguer thing thing.

This Facebook user removed FBI Mo n éVipde ®Wkh mal wa
Command Prompto and performing a restore. Il ns
mode are outlined further below.

Telephone Phishing: Fake phone calls

In some reported instances, victims have received phone calls from criminaisglarbe
Microsoft employees (etc.) informing them that their computer systems has been infected with
malware, etc. These phone calls are in relation to this particular ariyptofead more hejelf

you receive any calls like this, keep in mind these are not Microsoft employees (nor a realistic
service), and contact the proper lamforcement depending on your geographic locaton (

may report criminal activity heyeThese phone calls are definediag h i sskhemeg and may

or may not be related to the FBI Moneypak virus.

What happens if the FBI virus is not removed?

If you are infected with ransomware such as the FBI virus, your personal and priecaediat

computer system functionality is already at a very high risk. If the infected computer is powered

ON and connected to the internet, Trojans horses may have complete control of the computer
system and access to every piece of stored data.

The main pyoose of this ransomware is to target and scare unsuspecting victims into believing

they are in trouble with a department of authority in order to willingly pay the fine stated on the
prompted fdalert pageo, but t heabte(kkmains not mean
undetected) on an infected system in order to exploit vulnerabilities utilizing other malicious

practices aside from locking the system. It has been reported that the FBhayusllect

private information while remaining in the background

How to remove the FBI Moneypak Ransomware Virus (FBI
Viruses)
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Different victims of the FBI Moneypak virus will require separate removal steps due to the
progress of the infection. Some users can not access the internet, nor their desktops and some
still can. Since this is the case, we have outlined easy options to remove FBI Moneypak for all
victims.

@ FBI Virus Removal Options
(Ransomware)

1. Malware Removal Softwarei Scan and remove malware

2. Manual Removal (Advanced)i Remove associated files

3. System Restore (WindowsRefresh/Reset (Windows 8j Restore PC to a date and
time before infection (includesfégrent access options)

4. Safe Mode With Networkingi Manually remove files and/or scan and remove malware
(reset proxy settings ifeeded)

5. Flash Drive Optioni Load Antivirus (AM) software to a flash drive, scan and remove
malware

6. Optical CD-R Option i Scan and remove malware

7. SlaveHard Disk Drive Option T Scan, detect, and remove malware

Please click a removal option above to automatically scroll to the instruction below.

Removal Tips

The safest option to remove the FBI Moneypak virus by ugialgvarebytes AntMalware

software(free or paid versions), AVG, and Norton all of which have been documented to scan

and remove FBI Moneypak virus(Citadel Reveton). If you can not connect to the tifigircan
access your desktop in Asafemodeo (detailed b
then proceed to scan and remove the FBI Moneypak virus. If Anti Malware software is

mal functioning proceed to t heordeSa@acoreectiyode Wi t h
perform a scan or install troubleshoot softw&estoring your computés also an easy and fast
solution but may not be suitable for everyone
system to a restore point that was created (automatically by Windows) before arof signs

infection. Restoring your system can lead the the loss of recently installed applications as well

(not images, documents, etc). Microsoft suggests to follow the 4th option which is to enter your
computer system in safe mode with networking to scaarfdiremove the virus, and also

suggest if internet access is compromised to reset proxy settings. We have provided all steps to

do this.

*Logging in as a different user

Il n most cases i f there are multipleocoacesDuNnt s
the other accounts that are not infected without conflict.

If a second account has administrator rights, in some cases you will be able to remove the
infection using this user. To learn more please visit the bottom of this page and view relating
forum topics.
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Deny flash option

The FBI Moneypak virus wutilizes flash and in
the FBI Moneypak virus (suspend), which allows proper removal methods to be performed.

Please note this is not a necessity, nidirtiis remove the virus. This is only an option for

specific individual infections. *This may be skipped.

1. To disable (deny) flash visit:
http://www.macromedia.com/support/documentation/en/flashplayer/help/help09.html

Adobe Flash Player Settings

Privacy 7]
Allgw [website] to access your cameara and
ricrophone?

0 @ Alow @ & Deny
[l Remembar

o @S @ o)

2. Select thé D e nradid option
3. Proceed to a removal option (detailed below)i Argtlware software scan and removal or
system restore.

What does denying flash do?

If you select Deny, the malicious application does not have access to your camera or your
microphone. The application will continue running, but may not function as intended
Alternately, the application may inform you t
which case you can either allow access or close the application.

1. Malware Removal Software

Use these directions to automatically remove the FBI virus bdalgyarebytes AntiMalware
software Additional FBI virus removal software drools are detailed below, including AVG
and Symantec Norton.

1. Install the free or paid version lglalwarebytes Anti-Malware

Malw arebytes Anti-Malware ceditorss choice

)

L% =
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$24.95 USD (Lifetime) / FREE
Latest versions:Malwarebytes AntiMalware PRO, Malwarebytes Anrtllalware Free

(2.70.0.1100)
Release date2013

& roc oo

2. OpenMalwarebytes and run a Full System Scan by selectinBehferm full scan radio
option followed by clicking th&canbutton (pictured below).
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¥ Malwarebytes Anti-Malware = | L

@b Malwarebytes

ANTI-MALWARE

Scanner Pratection |lpdate Quarantine Logs |grore: List Settings bare Tools Ahbot

Scanner

The szanner can find and remove malicious software present an your system. Pleaze select a scan tupe and click "Scan’. Pleasze «
all unneceszary applications to improve scan performance.

Pleaze zelect a zcan type below.

Perform quick scan
A quick zcan utiizes our unique Fast scanning technology o zcan your spstem for malicious software.

@ Perform Full scan
A full zcan will zzan all files on the zelected drivelz). A quick zcan iz recommended in most cases.

Perform Hash scan
& flash zcan will analyze memary and autorun objects. IF iz only available to our icensed users.

Scan

B Mo Activate E =i
| |

3. Malwarebytes will automatically detect malware on the computer system and once the scan is
completeMalwarebytes will display the malicious results. Make sure to finish the scan by
selecting the malicious file and clicking tRemove Selectetutton.



Seawe | Puotection | Update | Ousentine | Logs | Ignoeelint | Settings | MonsTook | Abou
Scanner
- i Beedow ix & bet of masbcious: softvesre bound on pour pystern. Clops sl unnescessary applcstions bo snsuss pucoetiiul eest el
Wesndor Categony lem L)
EI ﬁ TrojanBanscm By Fils Cleersdosh i Dek topla arviom_unpacksd [2]
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Additional Removal Software

The software listed below are strongly suggested to remove ransomware and further protect
against related intrusions.

SurfRight

:r?.-l_._.-l
aea
27 $24.95 USD (1 Year) / FREE

Latest version: HitmanPro 3
Release date2013 /3.7

Norton by Symantec @Editord6s Choice


https://www.cleverbridge.com/747/?affiliate=23046&scope=checkout&cart=69061
https://www.cleverbridge.com/747/cookie?affiliate=23046&redirectto=http://www.surfright.com/downloads

$79.99 USD (1 Year)

Latest version:Nort on 360E 5.0
Release date2013

it

AVG AntiviruS ©editoro6s Choice

BR

$39.99 USD(1 Year) / FREE

Latest versions:AVG Antivirus 2013, AVG Free Anvirus
Release date2013

& roc oo

Avira Antivirus

2

$36.99 USO1 Year) / FREE

Latest versions:Premium 2013Avira Free Antivirus
Release date2013


http://www.dpbolvw.net/click-5976450-10512806
http://botcrawl.com/norton/
http://www.jdoqocy.com/click-5976450-10660579
http://www.tkqlhce.com/click-5976450-10890679

TT Furchase J/;:’,j rFree Lownioad

Other:Microsoft Defender (freeMicrosoft Security Essentials (free)

2. Manual Removal (Advanced)

If this option does not help you locate the malicious files, skip it. Do not be alarmed if some files
described below are not found in your particular infection, such adfthenfile.

We are going to enter your computers App Data (Application Dataghwbia hidden folder
with hidden files. To learn how to show hidden fitdisk here.

1. OpenWindows Start Menu and tygéappdata% into the search field and press Enter.

- See more results

%appdata®y

2. Navigate to: MicrosoftVindowsStart MenWProgramsStartup

3. Removectfmon (ctfmon.Ink ifindosyit hi s i s what és calling the
ctfmon.exe.


http://download.microsoft.com/download/e/d/0/ed099d5e-dc60-4740-8747-1c72f053b800/WindowsDefender.msi
http://windows.microsoft.com/en-US/windows/products/security-essentials/download
http://botcrawl.com/how-to-access-hidden-files-and-folders-on-microsoft-windows/
http://support.microsoft.com/kb/282599
http://www.kqzyfj.com/click-5976450-10839955
http://us.avira.com/
http://botcrawl.com/wp-content/uploads/2012/07/Appdata.png
http://botcrawl.com/wp-content/uploads/2012/07/App-Data-Start-Menu.png

